Last Updated: 15 Oct 2025

Firewall / Network Configuration Requirements for
NetProfiler Online
(For environments with strict firewall policies requiring explicit domain whitelisting)

This information is intended for IT or Network Administrators managing firewall configurations in
secured environments. To ensure proper operation of X-Rite NetProfiler and related services, please
allow access to the following domains and ports.

1. X-Rite Service Domains

The following domains must be allowed for NetProfiler and associated X-Rite services:

netprofiler-online.xrite.com
account.xrite.com
link.xrite.com

my.xrite.com
netprofiler.xrite.com
xrite.com

2. AWS API Endpoints (us-east-1 Region)

NetProfiler communicates with several AWS-hosted services. Please whitelist the following endpoints:

719glpql66.execute-api.us-east-1.amazonaws.com
nfb1m3siig.execute-api.us-east-1.amazonaws.com
v506a11eg7.execute-api.us-east-1.amazonaws.com
tuuulygimd.execute-api.us-east-1.amazonaws.com

z1122k3f3e.execute-api.us-east-1.amazonaws.com

3. Port Requirements
Ensure the following network ports are open for secure communication:

Allow bidirectional traffic TCP 443 (HTTPS)



Ultima actualizacién: 15 de octubre de 2025

Requisitos de configuracion de firewall/red para NetProfiler Online

(Para entornos con politicas de firewall estrictas que requieren la inclusion explicita de
dominios en la lista blanca)

Esta informacion esta dirigida a administradores de Tl o de red que gestionan configuraciones de
firewall en entornos seguros. Para garantizar el correcto funcionamiento del software X-Rite
NetProfiler y los servicios relacionados, permita el acceso a los siguientes dominios y puertos.

1. Dominios de servicios de X-Rite

Los siguientes dominios deben estar permitidos para el software NetProfiler y los servicios de X-Rite
asociados:

netprofiler-online.xrite.com
account.xrite.com
link.xrite.com

my.xrite.com
netprofiler.xrite.com
Xrite.com

2. Puntos de conexion de la APl de AWS (region us-east-1)
El software se comunica con varios servicios alojados en AWS. Incluya en la lista blanca los siguientes

puntos de conexion:

71q9glpql66.execute-api.us-east-1.amazonaws.com
nfb1m3siig.execute-api.us-east-1.amazonaws.com
v506a11eg7.execute-api.us-east-1.amazonaws.com
tuuulygimd.execute-api.us-east-1.amazonaws.com

z1122k3f3e.execute-api.us-east-1.amazonaws.com

3. Requisitos de los puertos
Asegurese de que los siguientes puertos de red estén abiertos para una comunicacion segura:

Permitir trafico bidireccional TCP 443 (HTTPS)



Letztes Update: 15 Okt. 2025
Konfiguration fiir Firewall und Network fiir NetProfiler Online
(Anforderungen fiir Firewall-Richtlinien, die explizite Doméanen-Whitelistings erfordern)

Dieses Dokument ist fur System- oder Netzwerkadministratoren gedacht, die fur die Konfiguration
der Firewall in gesicherten Netzwerkumgebungen verantwortlich sind. Bitte ermoglichen Sie den
Zugriff auf die folgenden Doméanen und Ports, damit X-Rite NetProfiler und die bendtigten Dienste
korrekt ausgefuhrt werden kdnnen.

1. X-Rite Domaéanen

Die folgenden Domanen mussen fur NetProfiler und zugehdrige X-Rite Dienste freigegeben werden:

netprofiler-online.xrite.com
account.xrite.com
link.xrite.com

my.xrite.com
netprofiler.xrite.com
xrite.com

2. AWS API-Endpunkte (us-east-1 Region)
NetProfiler kommuniziert mit verschiedenen Diensten, die von AWS gehostet werden. Bitte setzen Sie

die folgenden Endpunkite auf Ihre Whitelist:

719glpql66.execute-api.us-east-1.amazonaws.com
nfb1m3siig.execute-api.us-east-1.amazonaws.com
v506a11eg7.execute-api.us-east-1.amazonaws.com
tuuulygimd.execute-api.us-east-1.amazonaws.com

z1122k3f3e.execute-api.us-east-1.amazonaws.com

3. Port-Anforderungen
Offnen Sie die folgenden Netzwerk-Ports fiir sichere Kommunikation:

TCP 443 (HTTPS) in beide Richtungen



Ultimo aggiornamento: 15 ott 2025
Requisiti di configurazione firewall/rete per NetProfiler Online
(Per ambienti con policy firewall rigorose che richiedono una whitelist esplicita dei domini)

Queste informazioni sono destinate agli amministratori IT o di rete che gestiscono le configurazioni
firewall in ambienti protetti. Per garantire il corretto funzionamento del software X-Rite NetProfiler e
dei servizi correlati, consentire l'accesso ai seguenti domini e porte.

1. Domini di servizi X-Rite

| seguenti domini devono essere autorizzati per il software NetProfiler e i servizi X-Rite associati:

netprofiler-online.xrite.com
account.xrite.com
link.xrite.com

my.xrite.com
netprofiler.xrite.com
Xrite.com

2. Endpoint API AWS (regione us-east-1)
Il software NetProfiler comunica con diversi servizi ospitati su AWS. Inserire nella whitelist i seguenti

endpoint:

71q9glpql66.execute-api.us-east-1.amazonaws.com
nfb1m3siig.execute-api.us-east-1.amazonaws.com
v506a11eg7.execute-api.us-east-1.amazonaws.com
tuuulygimd.execute-api.us-east-1.amazonaws.com

z1122k3f3e.execute-api.us-east-1.amazonaws.com

3. Requisiti delle porte
Assicurarsi che le seguenti porte di rete siano aperte per una comunicazione sicura:

Consentire il traffico bidirezionale TCP 443 (HTTPS)



Derniere mise a jour : 15 octobre 2025

Configuration du pare-feu et du réseau requise pour NetProfiler Online

(Pour les environnements avec des stratégies de pare-feu strictes exigeant une liste explicite
des domaines autorisés)

Ces informations sont destinées aux administrateurs informatiques ou réseau gérant les
configurations de leurs pare-feu dans des environnements sécurisés. Pour garantir le bon
fonctionnement de X-Rite NetProfiler et des services associés, autorisez l'accés aux domaines et
ports suivants.

1. Domaines associés aux services X-Rite

Les domaines suivants doivent étre autorisés pour NetProfiler et les services X-Rite associés :

netprofiler-online.xrite.com
account.xrite.com
link.xrite.com

my.xrite.com
netprofiler.xrite.com
xrite.com

2. Points de terminaison de 'API AWS (région us-east-1)
NetProfiler communique avec plusieurs services hébergés par AWS. Ajouter les points de terminaison

suivants a la liste des points de terminaison autorisés :

719glpql66.execute-api.us-east-1.amazonaws.com
nfb1m3siig.execute-api.us-east-1.amazonaws.com
v506a11eg7.execute-api.us-east-1.amazonaws.com
tuuulygimd.execute-api.us-east-1.amazonaws.com

z1122k3f3e.execute-api.us-east-1.amazonaws.com

3. Exigences relatives aux ports
Vérifiez que les ports réseau suivants sont ouverts afin de garantir une communication sécurisée :

Autoriser le trafic bidirectionnel sur le port TCP 443 (HTTPS)



