X-Rite Pantone Security Advisory for Apache CVE-
2021-44228

Security Bulletin | Critical | Created: 11 Dec 2021 | Modified: 15 Dec 2021 09:00

Applicable Products

e SaaS and Web Products
¢ Desktop Software

Description of Problem

X-Rite Pantone is closely monitoring the recent vulnerability disclosure by Apache Software Foundation on
December 10th, 2021 - CVE-2021-44228.

X-Rite Pantone has mobilized its Security and IT organizations to investigate the issue
and immediately mitigate potential risks. Please find below the status of the products which are currently being
investigated:

Product Name Version Status
ColorCert Scorecard All
ColorCert Repo All
Pantone Connect All
NetProfiler All
X-Rite Link All
PantoneLIVE All



https://nvd.nist.gov/vuln/detail/CVE-2021-44228

Various X-Rite Pantone
Desktop Applications All

What X-Rite Pantone Customers Should Do

X-Rite Pantone will continue to monitor for and respond to new information related to this
vulnerability. Customers are recommended to monitor this article for the latest updates.

What X-Rite Pantone is Doing

X-Rite Pantone is notifying customers and channel partners about this potential security issue. This article is
also available from the X-Rite Pantone Support Community at https://www.xrite.com/page/bulletin-board

Obtaining Support on This Issue

If you require technical assistance with this issue, please contact X-Rite Pantone Support. Contact details for
Support are available at https://www.xrite.com/contact-us/contatct-us-form

Disclaimer

This document is provided on an "as is" basis and does not imply any kind of guarantee or warranty, including
the warranties of merchantability or fitness for a particular use. Your use of the information on the document is
at your own risk. X-Rite Pantone reserves the right to change or update this document at any time.
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